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Multi-Factor Authentication V7 imaging

(MFA) setup guide

At Canopy Imaging, we're committed to making it easy for clinicians to access patient images and reports while
ensuring patient information remains protected. To strengthen account security and support evolving healthcare
security requirements, MFA is now required for access to InteleConnect and InteleViewer.

This guide below walks you through the setup process step-by-step.

Step 1 set up an authenticator app on your smartphone

| already have an I don't have an authenticator app installed. & Aop Siore
authenticator app You will need to download an authenticator app, we recommend one of the following
installed. free apps from the Apple App Store or Google Play Store:

If you already use an

authenticator app on your Microsoft Google .
. . 1 |.C Duo Mobile
smartphone, please proceed - Authenticator Authenticator wiw

directly to step 2. Recommended

Once you have installed one of these apps, proceed to Step 2.

Login using your username and password. An MFA pop-up window
will appear with a QR code to scan

A from your mobile device.
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Forgot Password? Forgot Password!

Apply for an account \pply for an account

trgpacs.co.nz/Portal/app#/#/ images.pnxray.co.nz/Portal/app#/  portal.absoluteradiology.co.nz/Portal/app#/

Step 4 Launch your authenticator app on your mobile

Open your authenticator app on your mobile and scan the QR code displayed on screen.
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1 Click button to open QR code scanner 4 Enter verification code 6 Agree to the confidentiality
2 Scan QR code from InteleConnect 5 Select VERIFY CODE agreement to complete setup

3 Verification code generated by app

For assistance please contact our support team: referrers@canopyimaging.co.nz



https://trgpacs.co.nz/Portal/app#/#/
https://portal.absoluteradiology.co.nz/Portal/app#/
https://images.pnxray.co.nz/Portal/app#/
https://apps.apple.com/us/iphone/apps
https://play.google.com/store/apps
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http://portal.absoluteradiology.co.nz/Portal/app#/
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FAQSs

What is MFA What if my practice currently shares
MFA adds a simple, secure verification step ! one login between several people?
when you sign in. MFA can only be linked to one person’s device

at a time, under our Terms & Conditions,
accessing patient records must be auditable,
each user will need their own individual
IntelePACS account. To set up a new account,

Do | need an authenticator app?
Yes. We recommend Microsoft Authenticator or
Google Authenticator.

Will this change how I refer patients? please complete this form here.
No. The referral processes remain unchanged. What if | use InteleViewer?
Do authenticqtor qpps trqck my Iocqtion We ehcourdge you to move to |nte|eC0nneCt,

a browser-based platform, requiring no
software installation or updates. But you
can continue using InteleViewer with MFA
enabled. To activate your MFA ahead of the
roll-out, complete this form: Activate MFA

Will this change access to reports? Form, our team will confirm via email once
No. Your access remains the same once MFA is MFA is activated or email our PACS Team at

conﬁgured. referrersupport@co nopyimaging.co.nz.

or access my contacts, photos or other
data on my phone?

No, an authenticator app only generates a
secure code.

Why should | switch to InteleConnect?
We're encouraging referrers to move to
InteleConnect, a browser-based platform
requiring no software installation or updates.
InteleConnect provides improved functionality,

Will this affect any other systems | use?
No. MFA applies only to your PACS InteleViewer/
InteleConnect login - it doesn't affect any other
software or systems.

What happens if | delete my Canopy high-fidelity image viewing and access to
Imaging account from my authenticator current and prior studies, and delivers a
app, lose or change phones? consistent experience across desktop, tablet,

and mobile devices. Your existing username

Contact us to reset your multi-factor
and password apply.

authentication (MFA), and you'll need to go
through the simple setup process above, again. Where can | get more help?

Torequest areset . . . For MFA issues, your IT department may be
referrersupport@canopyimaging.co.nz or, if . .
the best first point of contact.

urgent (09) 486 9700. Alternatively, please contact our team at

What if | don't have a smartphone? referrersupport@canopyimaging.co.nz or,
Contact our support team at if urgent, call (09) 486 9700.
referrersupport@canopyimaging.co.nz; we can

talk through alternative options with you.

Providing patient centered
excellence across the North Island
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